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Preface

The Recommendation in the Context of PNSR Analysis of the National Security System

In the U.S. three levels of government share sayerg over common territory. This
fundamental reality requires substantive improvemen current approaches to homeland
security mission preparedness and execution, anelcéssary, establishment of new formal and
informal intergovernmental structures and processes. Acknowledging thigtyeahe PNSR
Homeland Security Team identifies a key concernrizethe homeland security component of
the national security system: the fragmented natisacurity and homeland security structure.
This fragmented structure—between and within alkle of government—fails to require and
empower systematic collaboration, coordination, antegration of strategy and policy
development, resourcing, and aligned operationetetion in steady-state or crises.

The Homeland Security Team also identifies the tyiohg cause as a lack of engagement with
state and local levels in developing policy. Catrstructures and/or processes do not harness
non-federal governmental capabilities to addresgesx national security situations to either
supplement or perform primary missions to suppatlefal national security priorities.
However, national security and homeland securiticgs do not always define the roles,
responsibilities, and authorities of the federalvegament, sovereign state and local
governments, the private sector, and non-goverraherganizations (NGOS).

The National Preparedness System acts as the foemdaf the intergovernmental and
interagency partnerships for homeland securityeandrgency management. Directly applicable
to this system, the PNSR Homeland Security Teamtiiiks three inter-related problem areas:
(1) risk assessment; (2) operational planning, erdrcise validation; and (3) the use of
homeland security preparedness grants to targetJafe and sustain state and local catastrophic
preparedness capabilities. These problem areasargnon themes of intergovernmental
conflict throughout the homeland security/ emergemanagement system and will be discussed
throughout this paper.

! PNSR Homeland Security TeaBmte/Local Issue Team Solution Set (November 25, 2008), p. 17, accessible

on trzle “Reports/Additional Research” page of theSRNWeb Site, www.pnsr.org.
Ibid., p. 10.



Executive Summary

Problem Context

The National Preparedness Systems defined by the Post Katrina Emergency Reformh Ac
(PKEMRA) of 2006 is intended to be the foundatidritee intergovernmental and interagency
partnerships for homeland security and emergencyagement. While the Federal Emergency
Management Agency (FEMA) has statutory respongjthdir the National Preparedness System,
the agency does not have directive authority toagarnt.

FEMA must thereforecollaborate with the Department of Homeland Security (DHSheot
Executive Branch entities, Congress, state, trileatitorial, and local governments, associations,
non-profit organizations, and the private sectordévelop preparedness policy and doctrine.
This preparedness collaboration seeks to asséss dsfine roles and responsibilities, develop
and sustain plans with associated tasks, iden#éipabilities and capability gaps, and determine
resource requirements for operational execution hofneland security and emergency
management missions—most crucially with regardatastrophic emergencies.

The effectiveness of the National Preparedness8yhas been steadily improving. PKEMRA
and the regional establishment of Federal Prepassd@oordinators (FPCs), the Comprehensive
Preparedness Guide 101 (CPG 101), Integrated Rigu8ystem, and efforts such as the Urban
Area Security Initiative (UASI) and the Regional t&s#rophic Preparedness Grant Program
(RCPGP) are reflections of FEMA and its missiontpans’ growing realization that integration
of the components of the National Preparednessefysire best accomplished through
collaborative, catastrophic, deliberative plannatghe local, state, and national levels, with an

3 various sections of PKEMRA Subtitle C, Chapterdtiss the national preparedness system. Section
644(b) lists eight components: target capabilitied preparedness priorities; equipment and traistagdards;
training and exercises; the comprehensive assessystem; remedial action management program; &eder
response inventory; reporting requirements; ancFegreparedness. Among the sections particulaliyant to
this white paper are 8645, National Planning Sdesag646 Target Capabilities and Preparednessititrsy §648
Training and Exercises, 8649 Comprehensive AssedsBystem, 8650 Remedial Action Management Program
and 8652(c) Reporting Requirements, State PrepassdReport.

* Preparedness is not just about preparednesssjpomse and recovery. It undergirds the entire temme
security mission continuum to include preventiod arotection (a domain beyond emergency managereing),
public safety functions.

® As defined inNational Security Presidential Directive-51/Homeland Security Presidential Directive-20
(NSPD-51/HSPD-20), catastrophic emergency means “any incident, dégss of location, that results in
extraordinary levels of mass casualties, damagksauption severely affecting the U.S. populatiofrastructure,
environment, economy or government functions.”
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emphasis on regional coordination. It is in thgioas that the planning processes of federal and
local entities converge, as illustrated in Figutgelow.

Figure 1: Linkages between Federal, Regional, and State and L ocal Plans

National Planning State and Local

Scenario Sets

It is the conclusion of the Homeland Security Te#at catastrophic operational planning is at
the crux of the National Preparedness System. rBkdstate, tribal, territorial, and local
governments and their mission partners must agread promulgate a uniform, standard and
synchronized deliberative planning effort. Theywd base homeland security investment
decisions on plans that emerge from such a natglaahing effort, and no longer should they
base those decisions on generic lists of capaslithat exist in a vacuum and without
appreciation for risk or geography. In line witletabove-stated direction in which FEMA and
its mission partners are goifighe Team concludes that federal regions shouldaleentral role

in facilitating collaboration betweero-equal sovereigns to drive and tailor their specific
catastrophic planning and determine collaboratieskablished requirements.

Identified Problems

The PNSR Homeland Security Team identified two sjgeand related areas needing attention:
(1) unresolved conflict over all-hazards risk intiomal preparedness; and (2) inadequate
capabilities for state/local-level catastrophicrap@enal planning.

1. Unresolved Conflict over All-Hazards Risk

Determination and assessment of risks directly edrihe identification of preparedness

capabilities—and any gaps in capabilities—to mdeisé risks. Capabilities, and more

specifically the identification of inadequate caitiibs, in turn drive investment decisions. The

key issue is how the federal government, stateslitees, and other mission partners agree on
risks: i.e., where and how that agreement will ocand who should lead or facilitate the

consensus-building process.

6 Cf. Josh Dozolmntegrating Regional and National Preparedness through FEMA Regions, PowerPoint
Presentation (May 12, 2008), accessible at httpirfhg.fema.gov/TEConf/doc/May%2012%20-
%20Day%201/Integrating%20Regional%20and%20Natiog@Psteparedness%20Final.ppt.



Despite recent noteworthy improvements, the thesel$ of government do not yet have an
effective structure and process to facilitate d@ffeccollaboration for reaching agreement on the
prioritization of risk. This failure remains a fl@mental problem for the National Preparedness
System. State, tribal, territorial, and local goweents typically do not develop capabilities for
resourcing preparedness beyond the high-probalbiikg they identify. The officials at these
jurisdictional levels find it difficult to justifyto their constituents funding preparedness efforts
for low-probability, high-consequence events ouaibns despite federal requirements. This
difference in perspective thwarts effective intergmmental catastrophic operational planning,
which is a prerequisite for clarifying roles andpensibilities, accurately assessing capabilities,
and establishing resource requirements that canérito driving grant applications and awards
and resource decisions generally.

Federal assistance, grants, or other forms of tassis should be reserved for planning and
operational efforts that require federal involvemefederal law supports the premise that the
federal government will provide assistance wherasteys in the United States are of such
severity and magnitude that effective responseyibd the capabilities of the state and affected
local governments. The entire Nation, therefossumes some degree of shared risk. And,
since the states assume varying degrees of refdapsand risk, the federal government must

either plan to support the least prepared statel@hst common denominator)—which is a race
to the bottom that could ultimately lead to stated docal overdependence on the federal
government—or start engaging with state and localeghments to articulate clearly what is

expected of them, what the federal government pvidvide, and what level of preparedness is
unacceptable for events that will require fedegatipipation.

2. Inadequate Capabilities for Catastrophic Operational Planning

In order to provide accelerated operational supfartcatastrophic events and situations, all
levels of government should conduct detailed, poedient planning. State and local officials
should do such planning but lack the required resmu They direct their limited resources at
preparing for higher probability events that migigicur within their jurisdiction and that are

generally the sole responsibility of the state #owhl governments. Conversely, the federal
government has the resources to engage in catagtglanning efforts—and for the time being

has dedicated some of those resources to that-efbot is unable to proceed without state and
local partnership. The federal government musy @ state and local planning efforts,

capabilities, and leadership. However, from thespective of state and local authorities, the
federal government in many cases focuses on higketmence, low probability scenarios that
state and local officials do not consider high pties, given their limited financial resources.

This capability issue creates another fundamemeddipm for the National Preparedness System.
Without scenario-based catastrophic planning at skete and local levels, the federal

government does not have assurance that stateealdgbovernments will achieve the federally-

assumed level of preparedness. While the fedeoakergment expects all states to do

catastrophic operational planning, many statesaddave the capability to do so.



Proposed Solution

Planning and assessments are critical the comp®oéattruly integrated National Preparedness
System. To inform a solution to facilitate andowe such integration, the Team concludes the
following:

1. Catastrophic operational planning and exercisalatibn confirm determination of
capabilities within regions

2. The federal government has the financial burdemesourcing national catastrophic
planning and assessments

3. Grants arenot the most effective and efficient tools for resangcstate and local
catastrophic planning and assessments

PNSR proposes establishing in each federal regiBegional Catastrophic Preparedness Staff
(RCPS) to develop and sustain capabilities for aiskessment, catastrophic operational planning
and capabilities assessment. Consideration shbeldgiven to building these standing
intergovernmental and interagency staffs on the E®Grdinating Committees which with the
exception of Region One have not been developdtesd RCPSs would be funded by federal
direct assistance and would provide support teexsibting regional mechanisms. Effectively,
these staffs would conduct regional catastrophep@redness evaluations and self-assessments
based on regionally determined performance metricirn based on nationally determined
objectives and planning assumptions.

PNSR is very aware of “working group fatigue.” Th@al is not to create yet another task force
or entity but rather to empower, integrate anduesmmore adequately existing structures where
appropriate to perform statutorily-defined mission&ffective system performance requires
strong participation and influence from states kudl jurisdictions. In particular, the focus of
these RCPSs would be to ensure operational plass fex low-probability, high-consequence
events for which a state or local area may otherwist have the resources to plan. Finally,
where participating partners determine regional aatbnal catastrophic capability gaps exist,
they will inform regional and state applications fweparedness grants to rectify these capability
gaps. Priority at all levels will go to prograntsénhance and sustain broad collaboration—the
programs most critical to catastrophic preparednéggile such programs may address
equipment shortfalls such as communications intmadpulity, logistics and coordination, the
most important programs are those that involvequersl, e.g., readiness certification, education,
planning, training, and exercise priorities.

This solution already aligns with the regional aygwh already favored by DHS/FEMA. The
goal is to utilize existing mechanisms and requoireimum resources for implementation in line
with PNSR methodology. The following actions woble required for implementation:

* Reprogramming FY11 program funds to develop theept) program estimate, and
implementation plan

* Inserting into the FY12 budget submission a linedio annual program appropriation
for standing Regional Catastrophic Preparednests Sta



|dentified Problems

Unresolved Conflict over All-Hazards’ Risk

Risk is an expression and prioritization of threatailnerabilities, and consequences.
Determination and assessment of risks directly edrihe identification of preparedness
capabilities to meet those risks. These assessmoénisk drive determination of capability gaps
and ultimately formulation of grant guidance anduieements for jurisdictions applying for and
receiving grant funding. At issue is the need tkenclear how the federal government, states,
tribes, territories, localities, and other misspgartners arrive at a consensus on prioritization of
risk (informed by the Homeland Security NationaslRAssessment tool), where and how that
prioritization will occur, and who should lead acflitate the consensus-building process.

Since 9/11, the federal government’s grant progrant their related analyses of risk for the
most part have focused ohigh-consequence terrorist threats to urban areas with their
concentration of populations and critical infrasture/key resources (CI/KR). This approach is
supported in the potential events outlined in théNational Planning Scenarios in the 2007 DHS
National Preparedness Guidelines (NPG). Howeueates must view prioritization of risks
differently, given the demands of providing routiessential services, particularly in times of
extreme budget pressures and deficits. Stateamadi jurisdictions resource baseline operational
planning forhigh-probability incidents based on their formal or informal Hazktentification
and Risk Assessment (HIRAprocesses. For the most part, state, tribalitagal, and local
governments thus do not choose to develop capabifibr resourcing preparedness beyond the
high-probability risks they have identified. Atede jurisdictional levels, governments find it
harder to justify preparedness expenditures tor thenstituents for low probability, high-
consequence events or situations as federal riséebscenarios might require.

" PKEMRA supports the meaning of “hazard,” defined the Robert T. Stafford Disaster Relief and
Emergency Assistance Act of 1988 as an emergendisaster resulting from a natural disaster or @idental or
man-caused event. PNSR would extend the meaniingltale biological emergencies.

8 Cf. EMAP Sandard, September 2007, published by the Emergency ManegeAccreditation Program
(EMAP), for a discussion of HIRA as an EMAP volutatandard and planning, pp. 5-9, 11-12. EMAR tsol
for continuous improvement as part of a voluntargreditation process for local and state emergemayagement
programs. An evolving process, 24 programs areently EMAP accredited: 19 states, the DistrictGaflumbia,
three counties and one parish. Two programs amnditional accreditation. The EMAP program bega2007
and functions under the auspices of the EMAP Comioniswhose members are appointed by the National
Emergency Management Association (NEMA) and therhdtional Association of Emergency Managers (IAEM)



Despite recent noteworthy improvements, the thesel$ of government do not yet have an
effective structure and process to facilitate dffec collaboration for agreement on the
prioritization of risk. This failure to agree orrigritization of all-hazards risk remains a
fundamental problem for the National Preparednesde®. This difference in perspective
thwarts development of meaningful intergovernmengdlstrophic operational planning. Only
through effective operational planning can the ol@l Preparedness System clarify roles,
responsibilities, accurate assessment of capaBilitand focused targeting of resource
requirements which contributes to driving grantleggpions and awards.

Inadequate Capabilities for Catastrophic Operational Planning

As far back as 2004, the National Association obleuAdministration (NAPA) stated
forcefully, “Planning is the Achilles heel of horaed security® Two years later, DHS
conducted its Nationwide Plan Review which it cladnwas “the most comprehensive
assessment of catastrophic planning yet undertakethis country.” Among its initial
conclusions, the DHS Nationwide Plan Review Phadeeport addressed that Achilles heel
saying, “The federal government should provide lgwdership, doctrine, policies, guidance,
standards, and resources necessary to build adsmatonal homeland security planning
system.’® Despite a number of federally-driven initiativelifferences in planning approaches
persist.

From the state and local perspectives, the causanahncident or situation may not be as
important as the capability to manage it. Praffjicepeaking, consideration of capabilities
informed to a lesser extent by risk is better fianping at the state level, where #ffects of an
incident or situation are more important than asise. However, from @ational preparedness
perspective, it is indeed necessary to focus osasato enable state and local jurisdictions to do
the detailed operational planning which better apdites effects. Moreover, from the federal
perspective, given the size and complexity of gaefal government, it is not possible to move
entirely toward capabilities-based planning toeRelusion of risk-based elements.

In order to provide accelerated operational supfmrtiational or regional, high-consequence
catastrophic events and situations, the federalemgonent must do detailed, pre-incident
planning. At the federal level, high-consequenitegeat-based risk must inform much of
scenario-based plannifg. As part of the intergovernmental and interagereyiew of the

° National Association of Public Administration (NAP Advancing the Management of Homeland
Security: Managing Intergovernmental Relations for Homeland Security, A NAPA Forum of Homeland Security
Executive Report (February 2004), pp. 5, 19.

19 DHS, in cooperation with the Department of Tramsatmn Nationwide Plan Review: Phase |1 Report
(June 16, 2006), p. xi.

1 PKEMRA 8§641(1) defines capability as “the ability provide the means to accomplish one or more
tasks under specific conditions and to specifidgrarance standards. A capability may be achievét any
combination of properly planned, organized, equippeined, and exercised personnel that achiheesntended
outcome.”

2 Another argument can be made, however, with régpegeneric categories of events such as a nuclear
detonation/dirty bomb/high-casualty WMD, large-gc&lurricane, or earthquake or pandemic diseasereaith
Where these scenarios might take place in highityepspulation areas with the likelihood of highscalties and
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National Response Framework (NRF), the Homelandur@gcCouncil (HSC) developed and
consolidated the NPG’s 15 National Planning Scesafithe scenario-based approaches to
operational planning—into eight key scenario set$hese eight detailed, time-sequenced
operational plans and pre-scripted mission assigtsnare supposed to determine federal,
regional, state, and local capabilities, and cdipalgaps.

In so doing, the federal government, in effect, tatermined scenario sets that some states do
not deem high priorities requiring expenditure bgit limited resources. These resource
constraints compel state and local government&weldp operational plans based on their own
all-hazards risk assessments, i.e., their own HIRWB=slike the military, a state by itself cannot
afford to develop and sustain eight operationahglaHence, if a state cannot directly relate to
the risk, it will not fund a capability.

This capability issue has a significant, negatiffect at the federal level and creates another
fundamental problem for the National Preparednegste®&.  Without scenario-based
catastrophic planning at the state and local leville federal government does not have
assurance that state- and local-level capabiléied operational readiness will achieve the
federally-assumed level of preparednEsaVhile the federal government expects all statedot
catastrophic operational planning, many statesaddave the capability to do $b.

The direction in which DHS/FEMA is already going &mldress this problem points to an
ultimate solution.

It is the “effects-based” planning approach whictiers a middle position, i.e., between
scenario-based and capabilities-based. Many statesow embracing FEMA’s Comprehensive
Preparedness Guide 101 of March 2009 as their plgriaol. CPG 101 suggests that states can
do catastrophic planning any way they want, forneple, by employing "hybrids.” Hybrid
catastrophic planning incorporates: (1) scenargebtaplanning through hazard-specific or
threat-specific annexes; (2) function-based plagnio identify common tasks; and (3)
capabilities-based planning to determine the cadipafor taking a course of action.

Using hybrid, effects-based planning, the fedemegnment would have to adjust its own
capability requirements accordingly rather tharedaining additional catastrophic requirements
for the states beyond their own all-hazards riskemeinations. Nevertheless, to perform
operational catastrophic planning, the intergovesmia and interagency preparedness partners
must have mutually agreed-upon risk and threatyagal to inform scenaridd. CPG 101

significant impact on the national economy, the dfratigovernment would be prudent to look through l#ns of
capabilities-based planning.

13 PKEMRA §653(b) requires the federal governmertdaatastrophic operational planning.

14 The exception would be in cases of direct coriateto realistic risk, where the planning is cotesis
with a state’s risk assessment, e.qg., for thosegdmatastrophic earthquake planning along the Wesist and
along the New Madrid Fault Line or hurricane plamgnalong the East and Gulf Coasts.

15 These risk and threat analyses are especialigulifivhen it comes to terrorist scenarios whichhave
no precedent and thus no objective basis for dfiglé measurement.
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suggests this collaboration best occurs at th@nagilevel—that is at neither the federal nor the
state level.

Following agreement at a series of national summithe summer of 2008, FEMA regions—
working with their regional mission partners—ar@posed to be integrating state plans within
their regions to create operational regional pfanshe eight key scenario sets. These plans are
to identify shared regional capabilities and caligbgaps. Regional catastrophic planning
proposes to translate capability gaps into regioeguirements for the federal government as
well as for state and local governments. ThusFEBBIA region has the potential to become the
nexus for the National Preparedness System whdesdkepreparedness would presumably align
with state and local preparedness.

11



Solution Pointsto Consider

Operational Planning and Exer cises Validate Deter mination of Capabilities

Congress, the Office of Management and Budget (QMBJl federal departments and agencies
with grant-making responsibilities must be ablg¢ustify resource expenditures for preparedness.
They must also have credible measures for outcoongstermine whether grant monies are well
spent. Notwithstanding all the efforts to captunel aecord capability data, capability only has
meaning such as it is validated—or not—operatignallThe most efficient and effective
validation comes via operational planning, exessisend execution in an actual event or
situation’® Absent a developed and sustained capability fates and localities to perform
catastrophic operational planning—detailed, timguemced operational plans with logistical
requirements, pre-scripted mission assignments, emehmunications processes—credible
measurement of capabilities and capability gaps meinain unsatisfactory and continue to
frustrate effective intergovernmental collaboration

In the post-Katrina environment, FEMA'’s Disaster e@giions Directorate created the Gap
Analysis Tool for use in the hurricane states &nidy capability gaps that would require federal
assistance. After two years of testing this apgnpshe FEMA leadership considered applying
this Gap Analysis Tool to other scenarios in ottegfions. Implicit in PKEMRA, the FEMA
regions have the responsibility for reconciling tbapability gaps in their regions using
techniqgues such as the Gap Analysis Tool. To dai¢S/FEMA has not reconciled this
capability analysis with the National Preparedn@ssdelines’ Target Capabilities List (TCL)
requirements for the grant prograMs.In addition, the components of the National lecitl
Management System (NIMS) doctrine deal largely \itBparedness, resource management, and
mutual aid. NIMS components tie directly to capiibs required during an incident. However,
to date, DHS/FEMA has also not reconciled the NIEESessment requirements with these
capability gaps. In sum, therefore, DHS/FEMA has fully integrated the assessment of
operational capability gaps, TCL capability gaps] &lIMS compliance requirements.

18 The National Response Framework (NRF) of January 2008 illustrates the so-called Preparssi Cycle
for capability-building which begins with planning.he Preparedness Cycle consists of: PlanQrganizing,
Training, and Equipping® Exercising> Evaluating and ImprovingNRF, p. 27.

" The same argument for realistic risk assessmagtieafio the Gap Analysis Tool, the TCL and other
such Federal approaches. If a jurisdiction doe¢dea® that the Gap Analysis reflects realisticpaneedness goals
for that jurisdiction’s risk, then it will put mimal effort into the analysis.
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While these best efforts are progressing, ultimegeonciliation must fully address the
underlying intergovernmental challenge to natiopedparedness: the complexities of shared

sovereignty.

This intergovernmental challenge has had its effattthe national interagency level. It has
contributed to frustrating DHS/FEMA efforts to igtate operational planning with the
programmatic initiatives sponsored by the DHS @ffaf Intelligence and Analysis (1&A), the
DHS Office of Infrastructure Protection (OIP), tDepartment of Health and Human Services
(HHS), Centers for Disease Control and Preventi@D(), and the rest of the federal
interagency community. While the federal operatlgplans driven by the eight scenario sets
and developed under the Integrated Planning Sydte®) are worthy attempts at integration, the
outcomes remain to be seen.

Since the beginning of the homeland security ggaeigram, attention, and resources have
focused on exercises as a way to build capabiliti€Systems like the Lessons Learned
Information Sharing (LLIS.gov) disseminate lessdearned from the exercise program and
establish a strong communication platform for stetad local agencies nationally.
Unfortunately, well-developed operational plans i routinely drive the exercise planning
process. To the contrary, exercises drive plannithg reverse of intent and good practice.
Over the past several years, development of theiNdtExercise Program (NEP) and Homeland
Security Exercise and Evaluation Program (HSEERjtroi@ have provided more rigorous
evaluation criteria into the exercise planning psxc While HSEEP doctrine does not
specifically require operational planning as a preor to exercise plans, it certainly encourages
it. CPG 101 is more direct. It requires exerciseserve as an evaluation tool for measuring
planning effectiveness. The FEMA National Prepaess Directorate (NPD) takes the position
that all national- and regional-level exercisesustiovalidate plans, citing the 2006 requirement
for the urban area tactical interoperable commuioica exercises conducted in 2007. Says
NPD, this validation requirement will apply to tB810 national-level exercise on an improvised
nuclear device (NLE-10) and the 2011 national-leeeércise on a catastrophic earthquake
(NLE-11).

TheLeve of Federal Responsibility for Resour cing National Preparedness

The federal government has strong interest in stipgostates to ensure catastrophic operational
planning is done effectively. The federal governtmand its state, tribal, territorial, and local
partners have a shared responsibility for prepassimesourcing. Because that responsibility
involves an affordability issue, all partners masknowledge that the levels of shared resources
are unequal and finite.

Since 2001, the federal government has appropristede $35 billion in homeland security
preparedness granisto state, tribal, territorial, and local governments, and non-profit

18 For purposes of this paper, the terms homelandrisgreparedness grants are comprehensive and
cover those grants originating in DHS, FEMA, HHR)@ Department of Justice, and Department of Adfiice.
Of this $35 billion, some $30 billion have been DABMA monies.

¥ The Conference Report accompanying the 2006 DHSdypiations Act states the following with
regard to units of local government:, “[A]lny countyjty, village, town, district, borough, parishgrpauthority,
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organizations. Although the homeland security gpangrams have made a positive impact on
national preparedness, effective performance measnts of preparedness outcomes have been
difficult to produce thus far. Indeed, agreemsmnot universal on how to measure preparedness
outcomes or how to identify a preparedness ene $tateast effective have been performance
assessments which measure training and exerciséiastor equipment acquisitions rather than
capability outcomes. And so, questions remain.

FEMA’s Grant Programs Directorate (GPD) has fourfiee working groups using a FEMA
investment perspective to apply a cost/capabihigigsis to preparedness outcomes via the Cost-
to-Capability (C2C) Initiative. GPD is asking tf@dlowing illustrative questions:

* What is the desired outcome for a grant and prejpaiss?
* What are the desired capabilities?
» Are they the right capabilities?
* Isit possible to standardize capability requireteetross communities with differing
risks and threats?
» Are capabilities measured in terms of—
o0 How many more communities can be protected?
0 Against how many more types of events/situatiomsamammunities be
protected?
0o How much more collaboration has been achieved?
» How do the preparedness partners achieve a bdtetween utilizing limited
resources for measuring capabilities versus biglthiose capabilities?

In our interconnected society and globalized econofithe 2£' Century, our federal system of
government increasingly functions according to twoek governance model, as opposed to the
traditional hierarchical. It is a familiar and semable expectation, therefore, that complex,
multi-site, catastrophic incidents or situationguiee management by temporary, hierarchical
networks according to principles of unified commatdhe lowest feasible jurisdictional levél.
Adjacent jurisdictions or state and federal goveznta provide temporary excess capabilities
under mutual aid agreements such as the statet®-EImergency Management Assistance
Compacts (EMACsJ* Mutual aid agreements play a supporting role ito dperational
capability gaps. This supporting role not only l@spto crisis-state mission support in an
incident or situation. It also applies to the fediegovernment’s steady-state support for
preparedness, of which grants are but one tool.

transit authority, intercity rail provider, commutail system, freight rail provider, water distficegional planning
commission, council of government, Indian tribehwitrisdiction over Indian country, authorized #&ib
organization, Alaska Native village, independerthatity, special district, or other political subdiion of any state
shall constitute a ‘local unit of government'.”

2 Some even question whether outcomes should beuneehat all, what level of government should do
the measuring, and whether it is ever possibleaghr a satisfactory end state agreed by all |l@fgJsvernment.

21 Cf. Donald P. Moynihaffrom Forest Fires to Hurricane Katrina: Case Sudies of Incident Command
Systems (IBM Center for The Business of Government, 20Q75.

“2The Emergency Management Assistance Compact (ENA&@)ministered by the National Emergency
Management Association (NEMA). In 1996, Congredsied the EMAC as law making it the first ratifi@ational
disaster compact since the Civil Defense Compat®80. EMACs cover many of the issues associattid w
deployed emergency personnel such as licensindestialing, liability, workers compensation, andmweursement.
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That being said, a local government’s determinatbnts high-probability risks informs its
operational planning. Through planning, that lagadetermines its requirements for resourcing
preparedness to meet those risks. As the numigetype of jurisdictions that could be affected
by the scale of a potential event or situation edgsabeyond a locality, it becomes the
responsibility of those jurisdictions, collaborafimtra-state or interstate as regions, to detegmin
requirements for resourcing preparedness to mesethigh-probability risks. Historically and
by NIMS doctrine, mutual aid is the first layerresource support beyond the local jurisdiction.
Indeed, NIMS is essentially about managing res@uwa mutual aid which is fundamental to
incident management and is national in scope thrd&iJACs. It is worth noting as well that
CPG 101 acknowledges the need for states to factasideration of private sector and NGO
protection and response capabilities into prepassinequirements.

Inevitably, high-consequence risks and events that are national in scope—régssdf whether
they are high- or low-probability—create inhereapability gaps for local and state jurisdictions
and regions. These capability gaps for dealingaogiffely with catastrophic incidents—those
regional or national in scope—create a requiremétentification problem. State and local
governments indeed have a degree of responsiliditgupport high-consequence events of
national significance. Yet by themselves, theyndd have the capability or responsibiliy
support catastrophic national preparedness.

As stated above, the skills and bandwidth of tHe éuw part-time state and local administrative

staff are extremely limited. State and local gomeents do not have the organic capability to
perform low-probability, high-consequence risk asseent, although some may be able to
outsource to the private sector to do the assedsnm@nthem. Neither do state governments
have the resources to develop detailed, time-segdecatastrophic operational plans. It would
be impractical for states and localities to growittown organic capability for such planning,

and once achieved it would have to be sustaineddar to maintain personnel resources which
are trained and have continuity.

It is, therefore, important to underline two aspeof preparedness relative to resourcing
decisions.

* Preparedness is a means to an end and not a oossian
» The level of preparedness reflects a jurisdictioisk tolerance for low-probability,
high-consequence events

As a result, when budget-constrained state, triteatjtorial, and local governments consider
resource trade-offs, their priority goes to suppoear-term, operationamnission essential
activities for routine and high-probability eventBhese jurisdictions will not necessarily support
longer-term preparedness capability requirementpeeaslly when viewed as federally
determined according to federal assessments of risk

While progress is certainly being made, FEMA has y&i been able to facilitate meaningful
definition and assignment of preparedness rolesragponsibilities for low-probability, high-
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consequence catastrophic events and situationsgatherocalities, states, territories, intra-state
regions, tribal governments, interstate regiond, tae federal government. Only through a fully
resourced, federally subsidized, ongoing procesegerational planning—properly informed by

risk assessment—can capability development andaisos¢nt and capability gaps be

determined.

Therefore, given the intergovernmental budget tiealithe federal government must assume the
financial burden of shared responsibility for resing risk assessment and operational planning
for catastrophic incidents and situations that regquegional preparedness capabilities.

Are Grantsthe Right Tool for Resourcing State and L ocal Catastrophic Planning
and Assessments?

Although some homeland security grants to be s@ne\WEMA legacy programs, the homeland
security grant program we have today came of ageanand haste as a reaction to 9/11. Eight
years on, it is now possible to do a thoughtfullgsia on the effectiveness and efficiency of
grant programs as the resource mechanism for state local catastrophic planning and
assessments. As stated in the previous sectigjntportant to recognize that grants are only
one tool to serve national preparedness. Statéogatigovernment resource contributions, e.g.,
via EMACs, are already very robufst. The federal interagency and DHS components todec
FEMA provide additional resources such as:

 FEMA's Technical Assistance (TA) program

* Lessons Learned Information Sharing (LLIS.gov)

» Responder Knowledge Base (RKB)

* Radiological Emergency Preparedness Program (REPP)

» Integrated Planning System/CPG-101

» Homeland Security Exercise and Evaluation Progtd 8HEP)

* National Guard Civil Support Teams (CSTs)

* Doctrine development activities for the Nationakpense Framework (NRF) and the
National Incident Management System (NIMS)

» Training activities at the National Domestic Preguiress Consortium (NDPC),
Emergency Management Institute (EMI), Center for@stic Preparedness (CDP)
and Naval Postgraduate School (NPS)

Most of these preparedness activities take plateowi grant funding. The use of grant funds
must be assessed in the context of the entiretsteuand associated processes of the National
Preparedness System. At all governmental levelsadrere appropriate across the private sector
and NGO communities, the National PreparednesseBystequires consistent levels of
resourcing for both capability development andaunstent. Two questions must then be asked:

* How can the federal government minimize and intiegttae fragmented grant
requirements it has determined for the statespesrdented by the 2008 Analysis of

% Expressed in terms of a percentage of state aadl homeland security budgets, federal homeland
security grants represent a very small fractiotot#l state and local homeland security expenditure
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Federal Preparedness Requirements (AFPR) studyfeahwehich received broad
state-level input?

* Interms of pure funding, is the federal homelagcusity preparedness grant program
by itself the most effective and efficient mechami® achieve meaningful national
preparedness, or is some structural or proces®iwaprent required to make it so?

Grants are expensive to manage in terms of tinentieand treasure, both for the recipients and
the federal governmeft. Smaller and poorer jurisdictions have to dualgtaff. The federal
government, e.g., FEMA’s GPD and National PrepaesdnDirectorate (NPD), OMB and
congressional staff, has to dedicate resourcevéosight and monitoring. At the state level,
State Administrative Agencies (SAAs) must managt tbe grants interface with the federal
government but also do the oversight and monitooihgub-grantees at the local level which in
turn usually have to dual-hat officials to undeetadditional grant reporting and management
duties. Resourcing primarily via grants with thewersight and reporting requirements fosters
intergovernmental relationships which can be maheessarial than collaborative and thus not
optimal for unity of purpose.

Grant management requires states to perform volwsiata collection drills in the application
and reporting processes. With regard to applinatidor example, FEMA advises grant
applicants to incorporate references to nationaklleorograms and doctrine like the Gap
Analysis, State Preparedness Report, TCL, NatiBnatities, National Planning Scenarios, and
Integrated Planning System. States are suppossioiw how they will use these programs to
drive their planning while specifying other regibmaorking groups that will participate in the
planning process to close gaps, while tying detibkys back to these programs and
demonstrating improvements in capabilities. On dbphat, states need to meet statutory and
policy match requirements for preparedness graBtglgetary strains are forcing states to forfeit
grant monies because they cannot make either kindner cash match. Some would even argue
that risk management is too focused on grantsréthae pure threat and vulnerabilffy.

4 Traditionally, FEMA preparedness programs havernake form of cooperative agreements, e.g., the
Chemical Stockpile Emergency Preparedness Progt&BRPP). The use of DHS and FEMA preparednesssgrant
for the most part derived from the Justice Depantn@fice of Justice Programs’ (OJP’s) practicewafarding
formula grants, e.g., Community Oriented Policirggvies (COPS) grants, to state agencies, whitlrimsub-
grant funds to various units of state and localegprnent. In 1998, in response to congressionatiatan OJP
established an office that was ultimately namedQffece for Domestic Preparedness (ODP) to develwgh
administer the national Domestic Preparedness &mgits purpose was to develop and administaritrgiand
equipment assistance to state and local emergesppmnse agencies to augment their preparedne sttt
terrorist threat of weapons of mass destruction @YMThe Homeland Security Act of 2002 transfer@ddP to
DHS. Eventually, its responsibility for grants iddall under the DHS Preparedness Directoratba$iffice of
Grants and Training (G&T). In 2007, G&T transfette FEMA and by January 2008 completed reorgaioiaats
the Grant Programs Directorate (GPD).

% As is well known, the statutory 80/20 pass-throteguirement for grant funds from states to local
jurisdictions has fostered more of an adversakhiahtcollaborative relationship. Solid data to sarppn across-the-
board national 80/20 mandate is absent and doedistimtguish between those states which need nesurcing of
state-level capability from those which don't. t8&asee the rule as counter-productive to state-pliahning. In
addition, since 9/11, states may only apply threregnt of their grants to management and admitistraf grant
programs. The Senate version of the FY10 Home&ewlirity Appropriations Bill raises that limit tivé percent
which will be resolved in conference.
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The net effect is that most states and local jigigshs don't have the capability or resources to
manage the complexity of the National Prepared8gstem efficiently and effectively and grow
that capability through the grant programs. Somages may indeed have existing SAAs, e.g.,
those states receiving Department of Justice cahustice grants. Others have had to establish
and staff entirely new SAAs to administer homelaedurity preparedness grants and do the
budget work-sheets and post-award sub-jurisdiath@mitoring and servicing. They need help
from regional structures to collect and manage tath to apply for and do the reporting on
grants.

A more comprehensive approach would further empol¥EiS, specifically FEMA as the
department’s executive agent, to serve as its mefjigbased preparedness facilitator—i.e.,
where the department and agency are already going.
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5

Proposed Solution

Federal Direct Assistance for Baseline Resourcing of Catastrophic National
Preparedness

PKEMRA mandated that FEMA regions are to servehasdecentralized, distributed capability
for DHS for integrating preparedness programs amghging states. Implicit in the thinking
behind CPG 101 is the understanding that the FEBWlons are obviously closer to the states
and localities than FEMA or DHS headquarters amdetiore should serve as the translators of
capabilities and requiremerfts.

PKEMRA gave additional FEMA authorities to facitigainteragency collaboration at the federal
level. However, the agency has not been able &rcese those authorities fully. While
coordinating mechanisms such as the National Resp@oordination Center (NRCC) were
designed to play that role, the other Cabinet-lalegpartments do not ascribe to FEMA the
gravitas to execute the mission. FEMAs-the DHS lead agency for national preparedness—
needs to exercise stronger governance by mand#dtatgassignments to such bodies as the
NRCC are career enhancing. In turn, senior ofScedsewhere in the federal department and
agency space must exercise their own right levelvefsight to ensure that they detail their best
people to serve in these mechanisms. For exarti@eESF [Emergency Support Functions]
Leadership Group has devolved to a “junior groupplfie ESF Leadership Group must be what
its title suggests: a “senior group.” Only viaosty governance can FEMA fully execute on
behalf of DHS its collaborative responsibilities agonvenor for other DHS agencies, Justice,
HHS, the Department of Defense (DoD), the DepartnoérniTransportation (DoT), and other
federal departments and agencies with homelandisemissions.

Progress toward regional DHS and FEMA empowermedt r@gional preparedness has been
uneven. Some regions have advanced farther tiansot Further to effect the intent of Subtitle
C of PKREMA to develop and sustain the Nationalp@redness System, FEMA, as the
executive agent of DHS for preparedness, shoulatutgeits collaborative interagency and
intergovernmental responsibilities at the regideakl via cooperative agreements with states in
that region. The FEMA Regional Administrator (R8hould exercise these responsibilities
through the Federal Preparedness Coordinator (F#G)shall serve as a DHS official. The
FPC is the RA’s representative to the states feparedness matters in that region. It is the FPC
responsibility to further PKEMRA intent by implenterg the annual planning guidance
prepared by FEMA headquarters and required byagemnal preparedness CONOPS.

% Cf. as well, DHS/FEMARegional-National Preparedness Concept of Operations, January 11, 2007.
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Therefore, further to fulfill FEMA’s empowered, taborative responsibilities, the federal
government should resource the RA to provide th€ ®ith appropriate staff to facilitate joint
interagency/intergovernmental catastrophic opematiplanning and assessment funded by an
annual DHS/FEMA appropriation.

Regional Catastrophic Preparedness Staffs (RCPSs)

The goal is not to create yet another task forceooncil but rather to resource, empower, and
integrate, when appropriate, existing structurepadorm statutorily defined missions. These
Regional Catastrophic Preparedness Staffs should & existing regional structure, e.g., the
FPC Coordinating Committees, and should suppo#rrategional working groups to streamline
and integrate all catastrophic planning and assassrefforts in a region. These regional
working groups may include the FEMA Regional AdviscCouncils (RACs) and Regional
Interagency Steering Committees (RISCs), DHS Prive&ecurity Advisors (PSAs) and Sector
Coordinating Councils (SCCs), Joint Terrorism T&skces (JTTFs), Area Maritime Security
Committees (AMSCs), and HHS Regional Emergency @inators (RECs), state fusion centers
and Emergency Operations Centers (EOCs) with #S8iFs, and, where applicable, Regional
Catastrophic Planning Teams (RCPTs) under the RebiGatastrophic Preparedness Grant
Program (RCPGP). In its planning and assessmde} tile RCPS would supplement and
enhance the RCPGP efforts with direct federal &ssie and better integrate RCPGP planning
efforts with UASI and State Homeland Security Pamgr(SHSP) planning and assessment
efforts where applicable.

Efficient and effective performance requires strgagticipation and influence from states and
local jurisdictions. In particular, the focus bese RCPSs would be to ensure operational plans
are in place for catastrophic events for whicheaesbr local area may otherwise not have the
resources to plan, given the low-probability. higinsequence of such an event. Catastrophic
events represent an operational and planning dpat. Recognizing that states and local
jurisdictions will be directly involved if such ewts occur, only the federal government can
resource baseline catastrophic operational plannamgl assessment development and
sustainment.

The RCPSs would operate under a structure and ggdoéormed by NIMS. Their purpose
would be to develop and sustain regional operaticat@astrophic preparedness capabilities with
states and other non-federal mission partners avitkre applicable, leverage a state’s
Emergency Management Assistance Program (EMAP)editation. These standing RCPSs
will work with existing planning, training, and exése units in the states and at the local level to
conduct:

» Catastrophic risk assessment

» Catastrophic operational planning and exerciseladbn

» Catastrophic capability inventories via negotigbeacesses

» Through which gaps are identified for targetingngsaand other resources

* Regional evaluations and self-assessments infortmgdregionally determined
performance metrics
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With regard to risk assessment, these RCPSs aldhgtheir regional and state organizations
would translate and develop guidance to do a HIBApfiorities which the federal government
wants to support. Input would come both from DHStameland Infrastructure Threat and Risk
Analysis Center (HITRAC), with support from Justiesmd the state fusion centers to support the
regional HIRA. Further, regions must have thduale to prioritize and focus on regional risk.

As for planning, neither FEMA nor U.S. Northern Qoand (NORTHCOM) should provide
states with planners as a substitute for developimgorganic capability along with regional
partners. While the Task Force Emergency Resp@rfseR) is a commendable interim effort,
the RCPSs should develop and sustain an organi@topeal planning capability which can
leverage regional assets, e.g., universities, maltidabs, Federally Funded Research and
Development Centers (FFRDCs), contractors, etc.thascase may be. States and local
jurisdictions should still be responsible for susitsag and developing a planning capability for
what they determine as high-probability eventsitorations. However, in some states, it may be
necessary to augment that capability through gaaplications which will be collaboratively
determined at the regional level. Local capabditimoreover, do not need to be consistent or
the same throughout a state, given the local jistisths’ determination of their own risk
profiles.

The RCPS would develop and sustain not just fedgwaelational response planning; it would
drive operational planning with the private secod NGOs to leverage EMAC and NIMS for a
more robust regional, mutual aid system. Critisalempowerment of the private sector,
especially small and medium businesses who struggbay for engaging in preparedness, and
development of some form of private sector openafiramework’’ Moreover, the RCPS must
facilitate cooperative agreements with respect égional catastrophic operational planning
which must account for the mutual need for statesi¢orporate out-of-region states with their
capabilities and their capability gaps into théanming process.

The RCPS should have further responsibilities favelbping a strategy for NIMS
implementation—the working/resourcing/facilitatiah NIMS compliance. While NIMS has
wide acceptance in the field, its compliance datdrave added a layer of complexity to the
process, given the budgetary pressures on songeastdtlocal jurisdictions to meet the costs of
compliance. The RCPS would be best positionedrtiveaat a strategy to implement and
evaluate implementation. Federal guidance shoailth bhe form of best practices as opposed to
determination of standards which state and locakdictions could construe as unfunded
mandates.

With regard to validation of operational plans eeercising, the RCPS woulabt attempt to
create yet more exercises. Rather, it would stremg HSEEP doctrine and directly relate
established exercise programs with the explicippse of validating operational planning.

2" PNSR has another homeland security issue teanogiévg a recommendation for a public-private
operational collaboration committee structure faeiface with EOCs at the local, state and regitavals.
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As for regional self-assessments, the RCPS woudnisee these regional training and exercise
programs to enable peer-to-peer performance-basddagions. If necessary, it would rely on
SimCell to replicate federal participation and wbuke the National Exercise Simulation Center
(NESC) to include HHS, for example, to perform assgents. The RCPS would manage the
collaborative definition of performance, capabilities, and oues, and effectively structure
them to provide the local, tribal, territorial, tgaintra-state regional, interstate regional feedb

to enhance further regional collaboration. Achiaeat of effective and efficient
intergovernmental collaboration requires an endfid; systems engineering approach with a
feedback loop and metrics which best occurs atebm@nal level.

The Regional Catastrophic Preparedness Staff wdade additional responsibility over
common functions: e.g., development and sustainmierggional capabilities for interoperable
communications, logistics, and knowledge managerfieadiuding the use of social networking
processes to facilitate network nodes). With resp® contracting, it would make
recommendations to the RA and FPC who will be augbd to order—if necessary—contractor
support services off the General Services Admaiigtn (GSA) Schedule. Service on the RCPS
would expose state and local representatives teeldement of acquisition strategies and
program management.

Finally, where the RCPS partners determine regiandl national catastrophic capability gaps,
they will inform regional and state applications fweparedness grants to go toward filling these
gaps. This process could apply to all preparedgests, i.e., in addition to DHS/FEMA grants,
DOJ, HHS, Department of Agriculture (USDA), etcar fthe respective department/agency
region. FEMA federal-level interagency grant caoation mechanisms, e.g., the DHS-HHS
Grant Oversight Steering Committee, should expariddlude DOJ and the USDA and replicate
coordination mechanisms at the respective regienels through the standing working group.

Gaps identified in the capability gap inventory fok-probability, high-consequence events
involving land- or water-based search and rescuedlical surge, or chemical, biological,

radiological, nuclear, and explosives (CBRNE), ésample, would be appropriate targets for
grants. Effectively, the RCPS would help targetuat grant priorities to develop and sustain
operational catastrophic capabilities, reflectirgggible needs in addition to the federal direct
assistance to the region for that purpose, ordarprobability, high-consequence events or in
response to state prioritization.

Priority at all levels will go to programs to enltanand sustain broad collaboration, i.e., those
most critical to catastrophic preparedness. Whileh programs may address equipment with
regard to communications interoperability, logistiand coordination, the most important
programs are those which address personnel, ejifiaation, education, training, exercising,

and planning. Facilitation of building relationghiamong jurisdictions should be the positive
outcome. Grants that target equipment acquisitishsuld be based on the regional,
collaborative determination of a jurisdiction’s deeDistribution of grants which are specific,

e.g., those that would target CBRNE detectioness Iprone to rely on population-based grant
guidance. Because of their emphasis on effectsebasiteria, such grants which address
specific capability gaps are not as likely to getercontention as the region struggles with
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prioritizing states’ needs. FEMA'’s Radiological Ergency Preparedness Program (REPP) for
nuclear power plants provides such a model.

Federal direct assistance to the regions and #taiding Regional Catastrophic Preparedness
Staffs would improve the effectiveness of grantestments and the efficiency of program
management. Such has been demonstrated with tespdederal direct assistance to the
JTTFs?® PNSR recommends that the Government Accourtialiliifice (GAO), for example,
undertakes a comparative cost analysis to assestprogram management costs at all three
levels of government relative to the costs of tlteppsed RCPSs.

A Regional Catastrophic Preparedness Staff wouddvdsersonnel for TDY up to three years
from federal departments and agencies, with the@=afion that state and local authorities might
only be able to provide personnel for one-year Tid¥tions. The RCPS would secure non-
federal representatives for Intergovernmental RersbAct (IPA) mobility billets and provide
their parent agencies and organizations with remsgment, thus affording them to maintain
their own full-time employee (FTE) levels. Stataddocal jurisdictions would derive further
benefit: rotational assignments would continuadifresh and enhance collaborative expertise. In
addition, FEMA and other USG personnel could baici#iA Mobility billets during rotations to
further to advance a two-way street culture of atmdration. However achieved, the RCPS
structure would conform to a common template adhpyeregional partners. Each region would
right-size and configure its RCPS according t@jitscific regional assets and needs.

In sum, the Regional Catastrophic Preparednes$ &iatept represents an intergovernmental
solution for end-to-endsystems-managed, regional collaboration. The R@HSrovide the
RA and FPC with a standing coordinating body withtes in the region. It will not have
decision-making authority: states will continue decide on issues affecting the states; the
federal government will continue to decide on issakecting the federal government.

I mplementation

Finally, the concept would empower and leveragdritent of the FPC Coordinating Committee
concept, the RISC process and current and evokifogts by FEMA and its mission partners
without having to establish entirely new mechanismPHS and FEMA can effect this
recommendation under existing authorities. Theyughdo so by:

* Reprogramming FY11 FEMA program funds to develadbncept, program
estimate, and implementation plan

* Inserting into the FY12 FEMA budget submissionne lfor an annual program
appropriation for a standing catastrophic prepagsdgnvorking group in each region

% Other examples of federal direct assistance ar8 Bitl FBI personnel serving as state fusion center
analysts, provision of DHS OIP Protective Seculitivisors (PSAs) and NORTHCOM Defense Coordinating
Officers (DCOs) and Defense Coordinating ElemeDSES).
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